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State and Local Cybersecurity Grant Program - Funding overview

Appropriates $1 billion over next 4 years: Funding for each State is calculated by formula:

e $200 million for FY22 * 0.25% to each of the territories
e $400 million for FY23 * 1% to each of the remaining states

« $300 million for FY24 * 3% to tribal governments

* $100 million for FY25 Remainder will be apportioned by:
» 50% - population of each State divided by the

‘Eligible entity": @ total population of all States
+ State « 50% - population of each State residing in rural
 Tribal government areas divided by the total population of all States

State and Local residing in rural areas
Cybersecurity

.. . Grant Prog o
For States, a majority of grant funding is . Federal share of the cost of an activity may

focused on local government cybersecurity not exceed:

» At least 80% of grant funds must benefit local * 90% for FY22 « 100% for FY22
governments » 80% for FY23 90% for FY23
« Of that 80% share, at least 25% must benefit rural » 70% for FY24 80% for FY24
areas » 60% for FY25 70% for FY25

This can be accomplished as a direct passthrough of l
funds and/or, with their consent, spent on cyber For a single entity For a combined ‘multi-entity
capabilities provided on behalf of local governments (“Whole-of-State” (1 State) group’ (at least 2 States)
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Georgia Funding Allocation

TOTALFED  LOCALS LOCALS$toRURADCALStoMETI ~ ADMINFEE ~ STATE REMAIND
FY22 § 4877309009 3N0LILL20 S  Im47780 § 2926433408 243869458 73L608.35

Per Rural County Per Metro County
b 8189% 5 0.1



Match Reguirements

Eligible entities, if applying as a single applicant, must md€l% cost sharerequirement for the FY 2022
SLCGP. The recipient contribution can be cash (hard matahjrdsparty inkind (soft match). Eligible applicants
shall agree to make available rf@aleral fund4o carryout an SLCGP award in an amount not less than 10% of
activities under the award.

DHS/FEMA administers coshatching requirements in accordance with 2 C.§.K0.306.To meet matching
requirements, the recipient contributions must be verifiable, reasonable, allocable and necessary, and otherwise
allowable under the grant program, and in compliance with all applicable federal requirements and regulations.
Unless otherwise authorized by law, the #iederal cost share requirement cannot be matched with other federal
funds.

For example, if the federal award were at a 90% cost share and the total approveddaiogs$100,000, then:
AFederal share is 90% of $100, 000 = $90,000

AReci pient share is 10% of $100,000 = $10,000

However, with this example, if the total cost ended up being $120,000, the federal share would remain at $90,000
due to the statutory formula even if it means the federal share ends up being lower than 90%. Any cost overruns
will not be matched by this grant program and will be incurred by the recipient.



Objectives

A Obijective 1: Develop and establish appropriate governance structures, including
developing, implementing, or revising cybersecurity plans, to improve capabillities to
respond to cybersecurity incidents and ensure continuity of operations.

A Obijective 2: Understand their current cybersecurity posture and areas for improveme
based on continuous testing, evaluation, and structured assessments.

A Obijective 3: Implement security protections commensurate with risk.

A Obijective 4: Ensure organization personnel are appropriately trained in cybersecurity
commensurate with responsibility.



Activities for which grant funding can be used

» Develop or revise Cybersecurity Plan of the “eligible ——— v’ A State must submit its Cybersecurity Plan to DHS/CISA for review
entity by no later than 9/30/2023

v Grant funding which a State dedicates to developing or revising a
Cybersecurity Plan is not subject to the required 80% local govt.
(and 25% rural govt.) passthrough or benefit

* Implement Cybersecurity Plan ————— v But a State cannot allocate grant funding towards implementing
its Cybersecurity Plan until the Plan has been approved by:

» State’s Cybersecurity Planning Committee;
» State CIO, CISO, or equivalent official; and
» DHS/CISA (i.e., determines Plan meets program requirements)

 Assist with activities addressing imminent cybersecurity v’ In addition to developing or revising a Cybersecurity Plan, grant
threats, as confirmed by U.S. Dept. of Homeland Security’s funds can also be spent on “addressing imminent cybersecurity
(DHS) Cybersecurity and Infrastructure Security Agency threats” prior to Plan submission and approval by DHS/CISA
(CISA), to the information systems owned or operated by,

‘/ 5 5 2 5 5 e : G 3
or on behalf of, a State or local governments within a State Anticipate additional information/clarification on “addressing

imminent cybersecurity threats” in FY22 grant Notice of Funding
Opportunity (NOFO) announcement/guidance

» Pay expenses directly related to administration of grant, v/
which must not exceed 5% of total grant amount

« Fund any other appropriate activities determined by v Also anticipate additional information/clarification on “other
DHS/CISA appropriate activities” determined by DHS/CISA in FY22 grant
NOFO announcement or other DHS grant guidance
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